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Descargamos una ISO del firewall Sophos XG.
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General Almacenamiento

Sistema Dispositivos de almacenamiento Atributos
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Ejecutamos la maquina virtual e Ingresamos la contrasefia admin.

{‘! Virtual_SF [Corriendo] - Oracle Y VirtualBox = O *

Archivo Maguina WVer Entrada Dispositivos Ayuda
[ 0.048000]1 Spectre U2 : WARNING: Unprivileged eBPF is enabled with eIBRS on,
data leaks possible via Spectre vZ2 BHB attacks?
Doing Appliance Specific Setting
Loading firstboot configuration
Installing default config
Firstboot completed successfully

ftit#f System Detail #Hi#

Mumber of cores: 1

Total RAM: 4096 MB
Total Number of interfaces: 2

Total Primary Disk: 16 GB
Total Auxiliary Disk: 80 GB

DEEE R s R S i igigififigididigisis

Aceptamos los términos.

Archive Maguina Ver Entrada Disposiivos Ayuda

End User Terms of Use
Sophos End User Terms of Use
If you wse any of our szoftware, read our legally binding agreement betwee

S0PHOS EWND USER TERMS DF USE
Flease read the following legally binding License Agreement between Sopho

If Licensee does not agree with the terms and conditions of this License
Where a reseller, service provider, consultant, contractor or other party

HOW IT IS AGREED as follows:

1. DEFINITIONS

1.1 *Affiliates’ means, with respect to each party, entities that contral
1.2 ‘Computer” means any device or computing environment which benefits f
1 ‘Consumer”’ means an Iindividual acting for purposes that are wholly or
1 ‘Documentation’ means the formal Product documentation (whether elect
1

I'r::‘ means the fee payable for the Product, enhanced support package
(=) ¥
{leclinel




Nos muestra un menu de opciones para configurar.

Sophos Firmware Uerszion: 3F03 19.5.3 MR-3-Buildb52
Model: SFO1U
Hostname :
Main Menu

] Device Activation
Network Configuration
System Configuration
Route Configuration
Device Console
Device Management
UPN Management

ShutdownsReboot Device
Exit

A.
1.
Z.
3.
4.
5.
b.
7.
0.

select Menu Number [0-71: 1

Seleccionamos la primera opcion para ver las conexiones de red y Presionamos Enter hasta regresar
al ment principal ya que usaremos la configuracion que tiene por defecto.

Sophos Firmware Uersion: SFO0S 19.5.3 MR-3-Buildb52
Model: SFO1U
Hostname :

Network Settings
Interface Name : PortA (Physical)
Zone Name : LAN

IPvd-Netmask : 172.16.16.16-255.255.255.0 (3tatic)
IPU4 Gateway : N.Aa.

IPvG-Prefix : Not Configured
IPU6 Gateway : N.a.

Configured Aliases

No Alias Configured

Fress Enter to continue




Sophos Firmware Uersion: 3F0S 19
Model: 3FO1V

Hostname :

Network 3ettings
Interface Mame
Zone Name

IPuvd4. Netmask
IPU4 Gateway

IPvb- Prefix
IPU6 Gateway

Configured Aliases
Mo fAlias Configured

Press Enter to continue

.2.3 MR-3-Buildeb2

PortB (Physical)
AN

10.0.3.15-255.255.255.0 (DHCF)
10.9.3.2 (DHCP_PortB_GW)

NHot Conf igured
N.A.

Para la ejecucion del Firewall utilizaremos otra méquina virtual.

Abrimos el navegador en la maquina virtual e ingresamos la direccion https://172.16.16.16:4444/,
aparecera un mensaje de advertencia en el que seleccionaremos opciones avanzadas.

CA Mot Secure  Petpa /T2 1008

What can you d0 aboet Y



https://172.16.16.16:4444/

Aceptar el riesgo y continuar.

& Warmeg Potental Lex

- o £ Nt Secure

What can you do about ItT

Accept the Rivk and Contines

Podremos ver el entorno grafico del firewall.

B sophos Firewall wizard x = + = B 8%
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Aceptamos los términos de uso y presionamos Start Setup.

a
B sophos Firewallwizard  x | + B O &
& = G O & o+ httpsi//172.16.16.16:4444/webpages/initialsetup/BasicConfig.html?csrf=g3e5j8chémh3c (90% ¥ @ =
Basic configuration
h ‘ rently. You must create a mend that you use &
: make it strong If you have an hto use, oran
: R o clow
Create new admin account
Default administrator's new password.
Reenter the password:
........ ‘
(recommended)
Completamos los campos que pide.
B sophosFirewall wizard % | + = O &
« > C O & https;//172.16.16,16:4444/webpages/initialsetup/NameTimezone.htmlZcsrf=g3eSj8ch6mh3c [90% % =

g Name and time zone

Firewall name

Time zone




‘ Sophos Firewall wizard % | +

« =2 C O & https://172.16.16.16:4444/webpages/initialsetup/NameTimezone.html?csrf=g3eS5j8ch6mh3

Name and time zone

Enter a firswal name We recommend that you use a fully quaiified domain name (FQDN) that pol

Firewall name

Time zone
You can choose tha time zone on the map

Itis important to choose the correct time zone. It affects the schoduled

n the dropdown st below

0gs. and reports.

o this device

Current time: Sunday, December 3, 2023 (08 v |38

0% v7 (C]

e -

Podremos ver que la instalacion basica esta completa, continuamos.

B sophos Firewall wizard x| + = B &
« > C QO & https://172.16.16.16:4444/webpages/initialsetup/BasicDone.html?csrf=g3e5j8ch6mh3q9s50 90% ¢ ® =
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Nos muestra la red LAN con los datos que configuramos y le damos continuar.

H sophos Firewall wizard % | + = &

« > C QO G https://172.16.16.16:4444/webpages/initialsetup/NetworkConfig.html?csrf=g3e5j8ch6mh3c (90% ¥¥ ® =

S/

Network configuration (LAN)

ect t de. and how to assign [P addresses

Subnet mask

Enable DHCP
t the firew 0 your internal d
DHCP lease range
Sophos Firewall wizard % | + B o &

; aller I O & https://172.16.16.16:4444/webpages/initialsetup/NetworkProtection.html?csrf=g3e5j8ch6n  90% ¥ =

Network protection

You qure permissians for users an wired and wireless netwarks to protect them when they

0] Protect users from network threats
(3 Protects jork intru otection is turned off by default
1PS polici u finish the se

U [] Protect users from the suspicious and malicious websites

ing harmiul sites. It does no

4 sit

25 may contain malicious files. Scan files witt

‘! (] Scan files that were downloaded from the web for malware
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Ingresamos los datos que solicita y continuar.

B sophosFirewall wizard > +

C O & o hitps;//172.16.16.16:4444 /webpages/initialsetup/NotificationBackup.html?csrf=g 3e5je 0%
g Notifications and backups
- sl addre

Tendremos nuestro firewall finalizado.

B sophos Firewall wizard % | + D O &

« > C O @ https://172.16.16.16:4444/webpages/initialsetup/Finish.ntml?csrf=g3e5j8ch6mh3q9s50klojr [90% ¥ =

FINISHING




Ingresamos los datos que registramos.

« = C QO G https//172.16.16.16:44

Spanish

Welcome to

SOPHOS

Usermame

Fw

Sophos Firewall

0% Ty

(]

Podremos hacer uso de nuestro firewall, con esto habremos concluido con la instalacion y

configuracion de SOPHOS XG.

r
B Techforest X | @ Inicios de sesiony contra X + B &
O G https://172.16.16.16:4444/webconsole/webpages/index.jsp# 0% ¥ =
SOPHOS Control Center Lo i
Sophos Firewall ¢ R )
Sistema Estadisticas de trafico
Reglas y politicas
Pravencion da intrusiones
Aplicacionss
(s)
Mensajes

Informes
Alerta




